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Abstract:

In the processof testingthe hypothesisthat methodsusedin distributed systemscan be
usedfor improving a centralizeddatabasesystema proof-of-conceptimplementationof
a StructuredQuery Languageproxy is developed.The developedproxy is optimized for
systemswhich mainly performsearchqueries A performanceestof the developedsystem
shaws that methodsusedto ensurereliability and availability in distributed systemscanbe
usedto increaseperformancén systemsvherethe numberof searchesxceedthe numberof

updatesherebyconfirmingthe hypothesis.
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1. INTRODUCTION

Thisarticledealswith theanalysisdesignjmplemen-
tation, and testing of a StructuredQuery Language
(SQL) proxy usedto optimize performanceandflex-
ibility of existing centralizeddatabasesystems.The
SQL proxy is developedin orderto evaluatethe fol-
lowing hypothesisCan methodsusedto ensue high
availability, high performanceand high reliability in
distributed systemde usedto increaseperformance
andflexibility of an existing centralizeddatabasesys-
tem, while not changingany elementsf the existing
system

Themotivationfor the above hypothesisomespartly
from the performancelimits imposedby hardware
costson high endcentralizedsystemsandpartly from

the scalability and cost-eficiengy of distributed sys-
tems(Schroeder1994).However asnotedby Silber

schatzet al. (1997, chapter16) the benefitsof dis-
tributedsystemscomesat the costof increasedlevel-

opmentandmanagemertost.Reflectingontheabove
considerationst is evidentthata systemwhich could
benefitfrom distributedcomputingwithout the added
costswould be a priority, and is as suchthe main
goal of this project. Throughoutthe article it should

be notedthat the project group haslimited this task
to systemswhich areinherentlysearch-intense and
which hasa large numberof concurrentclients,such
assearchenginedor thelnternet.

At presenttime it has not been possibleto find a
similar product.During this projectthe authorsof this
article haskeptin touchwith the two foremostOpen
Sourceprojectsin thedatabasscengthePostgreSQL
project (PostgreSQL Org., 2000a)and the MySQL
project(MySQL, Inc., 2000a)) but noneof thesehave
beenable to shav a competingsolution. It should
however be notedthatthe MySQL projecthasstarted
implementingfeaturesto enablesupportfor a dis-
tributeddatabassystem(MySQL, Inc.,2000b).Lik e-
wise PostgreSQLnc. is currentlyworking on build-
ing a distributed databaseystemon top of the Post-
greSQLdatabassener (PostgreSQLInc., 2000).

As shawn in figure 1 the proposedsolution to the
hypothesisonsistsof a SQL proxy designedo mimic
theinterfacedor boththe clientandsener partsof an
existing databasesystemand therebyensuringtrans-
pareng. The functionality of the proxy is centered
on distributing queriesfrom clients to the currently
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Fig. 1. Basicstructureof the proxy solution

leastbusy databaseener, all while maintainingcon-
sisteny of all databassenersin thecluster

In this article it will be shavn that the proxy ap-
proachis ableto provide aperformanceyainregarding
read-onlyqueriescomparedo an existing centralized
databaselt will alsobe notedthat this performance
gainis achievedat the costof a performancelegrada-
tion regardingmodificationsof the database.

2. METHODS

From the presentatiorof the systemto be developed
thefollowing basicrequirementsregiven:

e The systemshouldbe transparento the clients
of thesystem.

¢ The systemshouldbe ableto handlecrasheof
databassenersin the databaseluster

In the following methodsto fulfill the requirements
mentionedabove will bedescribed.

2.1 Distribution of data

Silberschatzet al. (1997, chapter18) suggestshat
therearetwo principalmethodswhich canbe usedto
distribute dataamonga numberof sites,namelythe
techniquesof replicationand fragmentation.One of
thetwo techniqueaneitherbeusedexclusively, or a
combinationof bothcanbeused.

Usingreplication,datais mirroredon severaldatabase
seners.This hastheadvantageof increasingheavail-
ability of data, since the systemmight continueto
operateafter oneor moredatabasesenershasfailed.
An addedadwantages alsotheincreasegerformance
of searchessthesecanbe conductedn parallel.On
the otherhandupdatesbecomemoreextensie, since
severaldatabassenershaveto beupdated.

Fragmentatiormanbedividedinto two sub-catgories:
Verticalandhorizontalfragmentation.

¢ In verticalfragmentatiorthe databasés divided
into several sub-databasegachcontainingone
or more relations. This hasthe advantagethat
updateon relationslocatedat a single database
doesnot require the overheadof communica-
tion betweenthe databaseenersof the cluster
Unfortunately querieswhich require datafrom
severalrelationsbecomamoreextensie.

e Horizontalfragmentatiordividesthe tuplesinto
severalsubspacesf thedatabaseThisway each
databassenercontainsanumberof tuplesfrom
eachrelation. Theadwantageof this type of frag-
mentationis that queriesrequiringonly the sub-
setavailableon onedatabasesener canbe con-
ductedwithout interactionfrom the rest of the
cluster Furthermore,searchesn the database
canbe split into several sub-searchesachrun-
ning in parallelonthe senersof thecluster

Whendesigningasystenin whichsomeor all dataare
replicatedamonga numberof hosts,a major concern
is to ensureconsisteng of data.In singlesite systems
dataconsisteng canbe ensureby usingtransactions
(Weihl, 1994) andin distributed systemsby the use
of commit protocols (Silberschatzet al., 1997, p.
604-612). Performanceoptimization of the commit
protocolis howevernotof high priority becausef the
low numberof updatesxpectedn thetargetsystem.

2.2 Fault-tolerance

In a distributed systemthe individual senerscanfail
independentlyFailures are by Schneider(1994) di-
vided into two types:Byzantinefailuresandfail-stop
failures.

e A systemexperiencingByzantinefailurescon-
tinuesits normal behavior, but exhibits random
misbeh&ior at arbitrary moments.This is not
detectabldy otherpartsof the system.

e A systemexperiencinga fail-stop failure stops
its normalbehaior, herebyallowing the failure
to bedetected.

To ensurethatthe systemis fault-tolerantandis able
to continueeven if someof the databasesenersin
the clusterfails, two differentmethodsto handlethe
failureof oneor moredatabassenersin thedatabase
clusterwill be describedThe describedmethodsare
the state-machinandthe primary-backupmpproach.

The state-machinapproachs describedn morede-
tail by Schneide1994).The state-machinapproach
is characterizedy the useof a decentralizeaontrol
structurein which the individual hostswork together
to ensureheoverall consistenyg of thecluster Thisis
done by formalizing the stateand commandswhich
changesthe state of eachunique set of dataitems
within theclusterin whatis known asa statemachine.
The state-machinesnd their correspondingdataset
arereplicatedamongthe hostsof the clusterwith the
numberof replicasdeterminedy thedesiredevel and
type of fault-tolerance.

Fault-toleranceandconsisteng amongthe replicasof
eachdatasetis ensuredby the correspondingstate-
machinesipholdingthefollowing demands:

Agreement. Every non-faulty state-machineeplica
recevesevery request.



Order. Every non-faulty state-machineeplica pro-
cessesherequestsn thesamerelative order

The agreementiemandcan be satisfiedby using an
agreemenprotocolamongreplicasof the samestate-
machinewhich ensureghat:

e All non-faultyreplicasagreeon the samevalue.

e A replicais only non-faulty, if all non-faulty
replicasuseits value asthe one on which they
agree.

The demandof order can be satisfiedby using an
unique identifier for eachrequest,such as a time-
stamp,and having the replicasprocessrequestsac-
cordingto the orderof the uniqueidentifiers.

The primary backup methodis describedmore in-
depthby Navin Budhirajaand Toueg (1994).The ba-
sicideain primarybackupis thatthe client only com-
municateswith one sener, designatedhe primary.
Therestof the senersaredesignatedisbackupsand
they areupdatedoy the primary. If the primaryfails a
failoveroccursin which oneof thebackupgakesover
thejob of the primary.

The primary-backupmethodinvolveslessredundant
processingandis less costly comparedto the state-
machinemethod. The cost for this is that when a

failure occursa requestcan be lost and additional

protocolsmaybe neededo solwe this problem.

The two methodsdescribedabove canbe useto en-
surethereliability criteriamentionedn the hypothe-
sis. Both methodsensuredault tolerancein thatthe
systemcan keep running even though someof the
databaseenerin thedatabaselusterfails.

2.3 Recwery

In casea senerin the clusterbecomesvailable after
experiencinga fail-stopfailure, it hasto be synchro-
nized with the cluster before it again can become
part of the cluster This can be done using one of
severalrecovery techniquesAmongthesearethe full
stoptechniquethetemporaryclienttechniqueandthe
log basedtechnique The full stoptechniqueis taken
from (Silberschatzt al., 1997, chapterl5), whereas
thetemporaryclient andthe log basedechniquesre
developedfrom numerousexisting techniquespecifi-
cally for thetaskat hand.

In thefull stoprecoverytechniqueall databaseeners
are put on hold while the crasheddatabasesener is

updatedby makinga full copy of the databasdrom

one of the databaseseners which are currently on

hold. Thetechniquds simple,but hasthe unfortunate
propertythatnoneof thedatabassenerscanbeused
while recoveringthe crashedsener.

In thetemporaryclienttechniquehecrashedlatabase
sener actslik e a clientto the system.The databasés
recoveredby making requestdo the active database

seners.In orderto keepconsisteng all the updates
to theactive databassenershave to be performedon
the recovering sener aswell. This techniquehasthe
adwantagethatit allows accesdo the active database
senerswhile recovering the crashedsener, but this
adwantagecomesat the costof highercomplexity.

In the log basedrecovery techniquea log is kept
of all the updatesmade to the databaseThe log

containsinformation about which databaseseners
performedthe updateand a descriptionof the actual
update.Using the log a crasheddatabasesener can
be recoveredto a consistentstateby searchingoack
throughthelog, findingthefirst entrywherethesener

existin thelist of databaseeners,andgoingforward

throughthe log performingall the updatesstatedin

the log. The log basedrecovery techniquehas the

adwantagethat it minimizes the restorationtime by

only performingthe necessaryipdatego the crashed
sener andthatit doesnot needto performqueriesto

the active databaseenersopposedo the temporary
clienttechnique.

Thethreemethodsnentionedabove canall beusedto
restoreadatabassenerin thedatabaselusteraftera
failure.

2.4 SystenDesign

A list of requirementsveregivenin the introduction
and methodsneededto uphold theserequirements
werepresentedn the beginningof this section.In the
following the choiceof methodswill be presentechs
alist of additionaldemanddo the developedsystem.

¢ In orderto maximizethe performancegain of
searchqueriesthe systemshouldusefull repli-
cationof databetweerall senersin thecluster

e The systemshould ensureconsisteng of data
whenmodifying the database.

e The systemshould be able to detectfail-stop
failures of the seners in the cluster but not
Byzantinefailures as theseare consideredthe
responsibilityof theindividual databasseners.

e Thesystemshouldnotbeableto restore
databasesubjectedo fail-stopfailure.

In orderto upholdall demandgpresentedhe follow-
ing systemis designedandit will in this context be
presentedy its componenandprocessarchitecture.

Componenarchitectuie  Thesystentonsistof driver
modules for the three external interfaces (one in

the statusmoduleand two in the databasenodule),
a schedulermodule which distributes queriesfrom

clientsbetweensenersand maintainsconnectiondo

the databaseeners,a daemonmodulewhich listens
for new connectionsfrom clients, and a connection
modulewhichhandlesonnectiongrom clientsto one
or moreseners. The systemarchitecturecanbe seen
in figure 2.
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Fig. 2. Themaincomponentsf the developedsystem
andthereinte-modularcommunication

Processarchitectue In order to gain the desired
performanceimprovementregarding searchqueries,
somepartsof the systemmustrun concurrently The
neededhreadshave beenidentifiedasbeing:

e A threadexecutingthe daemonmodulewaiting
for new connectiondrom clients.

e A threadfor each currently connectedclient,
therebyenableparallelscheduling.

¢ A threadfor eachhostgatheringstatusinforma-
tion.

The connectionthreadsareto be consideredhe con-
trolling threadsin the systemand as suchthe life of
aconnectiorthreadcanbe usedto illustrateall major
partsof thedevelopedsystem.

Thesystenperformsthefollowing actionsfor asingle
connection:

(1) A client connectsto the proxy. The daemon
moduledetectghe connectiorandspavnsanew
connectiorthreadto handlethe connection.

(2) The connectionthreadrecevesusernamepass-
word and name of the databaseo which the
client want to connect. This is validated in
the schedulemoduleusing cachedinformation
aboutclients.If the useris unknaovn a new con-
nectionto adatabasseneris made If theclient
could not be authorizedthe connectionis termi-
nated.

(3) A queryis readfrom theclientandexamined.
(a) If the query is read-onlythe scheduleris

asledfor a connectiorto the currentlyleast
busy databaseener with the samecreden-
tials asthe client usedfor login. The query
is thenforwardedto the databassenerand
theresultreturnedto the client. If no errors
occurredhedatabaseonnectioris returned
to the scheduleffor reuseby otherqueries,
otherwiseit is removed.

(b) If thequerymodifiesthedatabas¢hesched-
uleris asledfor aconnectiorto all database
senersandthe affecteddatabasés locked,
causing ary other threads requestingto
updatethe databaseto wait. A threadis
spavned for eachdatabasesener, and all
seners are updatedin parallel. After all
seners have beenupdatedthe resultis re-
turnedto the client, andthe databaseés un-
locked.Likein thecaseof read-onlyqueries
each connectionis either returnedto the
schedulefor reuseor discarded.

(4) Step3 is repeateduntil the clientterminateghe
connectioror all databassenershave crashed.

2.5 Testspecification

In orderto testthe overall systemdesigna proof-of-
conceptprototype has beenmade. The cluster was
build using PostgreSQL7.0.3 DatabaseManagers
(PostgreSQLQrg., 2000a),andassuchlarge partsof
the postgreSQLprotocol (PostgreSQLOrg., 2000b)
had to be implementedin orderto mimic the inter-
faces.In addition to the databaseprotocol the de-
velopedsystemusedthe UCDavis implementatiorof
Simple Network ManagementProtocol (The NET-
SNMP Project, 2000) to gather statusinformation
from the hostsin thecluster

In orderto determinenow thedevelopedsystenscales
when increasingthe number of databaseseners a
performancetest has beenmade. The test hasbeen
conductedor avariedratio of searcheandupdates.

Theperformanceestof the developedproxy hasbeen
conductedn a databaseontaining50000tupleswith
theattributesshovn in tablel.

Tablel. Attributesusedn thetestdatabase.

Contents

(currenttuplenumber)

thisis row (currenttuple number)
of thedatabase

Name Type
id int
text varchar(255)

Thetwo typesof queriesare:

e select count(text) fromtest where text
like "% N % ;

e update test set text="this is row N of
the databasel’ where id=N,

WhereN is arandomintegerbetweer0 and49999.

Thetestwasperformedby measuringhetime it takes
to executelO clientsin paralleleachperforming100
gueriesto thedatabasel-romtheresultthe amountof
gueriesexecutedby secondwas calculated.The test
wasconductedusing0, 25, 50, 75 and100%updates
respectiely.

Eachof the sub-testsvas performedthreetimesand
meanvaluewascalculatedThetestwasperformedon
onedatabassenerwithoutusingthedevelopedproxy
andonone,two andthreedatabassenerswhenusing
the developedproxy.

The performanceaest was performedusing identical
computersas databaseseners. The computersused
wereequippedwith dual P3-500processors]1 28 MB

RAM andwas placedon a 100 Mbit switchedLocal
AreaNetwork.

3. RESULTS

Theresultsfoundduringthetestis shavn in table?2.



Table 2. Test results. The values shavn
are the numberof queriesperformedper

second.
Updates Reference 1host 2hosts 3hosts
0% 6.2 6.2 12.2 18.1
25% 6.1 6.0 6.5 6.3
50% 6.1 6.5 6.3 6.3
75% 6.4 6.3 5.9 55
100% 6.2 6.2 438 4.2

The test-aluesfound using the developedproxy is
shavnin figure 3 in relationto eachother
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Fig. 3. Testresultswhenusingthe developedproxy.

As it canbe seenfrom figure 3 the performanceof
the developedproxy scalesalmostlinearly with the
numberof useddatabasesvhen all the queriesare
searcheslt can also be seenthat the performance
drops severely when increasingthe amountof per
formed updatesBy examining the valuesin table 2
it can be seenthat the developedproxy using up to
three databasesenes performs better than a single
site databasesener, when the percentageof update
gueriesare50%or less.It shouldbenotedthoughthat
this break-&enpoint would mostlikely changef the
proxywereusedn systemswith significantlydifferent
guerieghanthetwo usedin the performanceest.

Thereforeit mustbe concludedthatit is possibleto

improve performanceof searchintensive centralized
systemausingtechniquegknown from distributedsys-
tems.

4. DISCUSSION

This article hasproventhatit is possibleto usemeth-
odsfrom distributed systemto improve performance
andflexibility of acentralizeddatabasasystemHow-
ever someareasof the developedsystemhave poten-
tial for furtherimprovement.The two mostimportant
areasre:

e Updatesf thedatabase
e Ensuringfaulttolerance

e Recosery management

At presentime the databasés lockedon all database
senersin the clusterwhen an updateoccurs. After
the updateis completed,the databases unlocked
again.Performancecan be increasedoy using more
fine-grainedocking, henceonly locking the affected
tables, not the entire databaseThis way multiple
updatesof the same databasecould take place in
parallel as long as updatesdoesnot affect the same
tables Furthermoreamoreadvanceccommitprotocol
couldbeused.

In the currentsystema breakdavn of the proxy will
causea breakdavn of the entiresystem Either of the
two methodsmentionedin section2.2 could be used
to ensurehigherfault tolerancelt would berelatively
simple to implementit as a primary-backupsystem
having aproxy runningoneachdatabassenersin the
clusterworking togetherasa primary-backupsystem.
If theprimary proxy fails oneof the backupsouldbe
electedasthenew primary, andthesystemwould keep
running. The problemwith this improvementis that
clients needto have somemeansof knowing which
senercurrentlyis electedasprimary. Eithertheclients
have to be modified,herebybreakingthe requirement
of the systemconcerningthatit shouldbehae trans-
parentlytowardsthe clients,or someexternal means
of distributionmustbeused An exampleof thiswould
beadomainnamesenerwhichcoulddirecttheclients
to the IP addres®f the currentprimary.

At presentime thedevelopedsystemdetectdail-stop
failureswithin the databaseclusterand removesthe
affected sener from the list of available databases.
The developed systemdoesnot provide meansfor
recovery other than manually coping the database
from anon-faulty senerto theaffectedsener. System
availability could be improved by utilizing one of
the recovery techniqueddiscussedn 2.3. All of the
suggestedecovery techniquescan be implemented
without majorredesigrof the developedsystem.
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